Safeguarding and Welfare Requirement: Information and Records

Providers must maintain records and obtain and share information to ensure the safe and efficient
management of the setting, and to ensure the needs of all children are met.

10.1 Admissions

Policy statement

It is our intention to make our setting accessible to children and families from all sections of the local
community. We aim to ensure that all sections of our community have access to the setting through open, fair

and clearly communicated procedures.

Procedures

= We ensure that the existence of our setting is widely advertised in places accessible to all sections of the
community.

= We ensure that information about our setting is accessible, using simple plain English, in written and
spoken form and, where appropriate, provided in different community languages and in other formats on
request.

=  We arrange our waiting list in birth order. In addition, our policy may take into account:
= the age of the child, with priority given to children who are eligible for the funded entitlement — including

eligible two year old children;

= the length of time on the waiting list;
= the vicinity of the home to the setting;
= whether any siblings already attend the setting; and
= the capacity of the setting to meet the individual needs of the child.

= We offer funded places in accordance with the Code of Practice for and any local conditions in place at the
time.

= We keep a place vacant, if this is financially viable, to accommodate an emergency admission.

= Qur setting and its practices are welcoming and make it clear that fathers, mothers, other relations and
carers are all welcome.

= Qur setting and its practices operate in a way that encourages positive regard for and understanding of
difference and ability - whether gender, family structure, class, background, religion, ethnicity or
competence in spoken English.

= We support children and/or parents with disabilities to take full part in all activities within our setting.

= We monitor the needs and background of children joining our setting on the Registration Form, to ensure
that no accidental or unintentional discrimination is taking place.

= We share and widely promote our Valuing Diversity and Promoting Equality Policy.
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=  We consult with families about the opening times of our setting to ensure that we accommodate a broad

range of families' needs.

= We are flexible about attendance patterns to accommodate the needs of individual children and families,

providing these do not disrupt the pattern of continuity in the setting that provides stability for all the

children.

= Failure to comply with the terms and conditions may ultimately result in the provision of a place being

withdrawn.

This policy was adopted by

On

Date to be reviewed

Signed on behalf of the management committee
Name of signatory

Role of signatory (e.g. chair, director or owner)

Further resources

Stepping Stones Play and Learn Group

10" September 2013

Annually or where deemed necessary

Carol Nice

Carol Nice

Chair

= Seasonal Hello Posters (Pre-school Learning Alliance 2006)
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Safeguarding and Welfare Requirement: Information and Records

Providers must maintain records and obtain and share information to ensure the safe and efficient
management of the setting, and to ensure the needs of all children are met.

10.2 Parental involvement

Policy statement

We believe that children benefit most from early years education and care when parents and settings work

together in partnership.

Our aim is to support parents as their children's first and most important educators by involving them in their
children's education and in the full life of our setting. We also aim to support parents in their own continuing

education and personal development.

Some parents are less well represented in early years settings; these include fathers, parents who live apart
from their children, but who still play a part in their lives, as well as working parents. In carrying out the

following procedures, we will ensure that all parents are included.

When we refer to ‘parents’, we mean both mothers and fathers; these include both natural or birth parents, as
well as step-parents and parents who do not live with their children, but have contact with them and play a part

in their lives. ‘Parents’ also includes same sex parents, as well as foster parents.

The Children Act (1989) defines parental responsibility as 'all the rights, duties, powers, responsibilities and
authority which by law a parent of a child has in relation to the child and his property’. (For a full explanation of

who has parental responsibility, refer to the Safeguarding Children (Pre-school Learning Alliance 2013.)

Procedures

= Parents are made to feel welcome in our setting; they are greeted appropriately, there is adult seating and
provision for refreshment.

= We have a means to ensure all parents are included - that may mean that we have different strategies for
involving fathers, or parents who work or live apart from their children.

= We make every effort to accommodate parents who have a disability or impairment.

= We consult with all parents to find out what works best for them.
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We ensure on-going dialogue with parents to improve our knowledge of the needs of their children and to
support their families.

We inform all parents about how the setting is run and its policies, through access to written information,
including our Safeguarding Children and Child Protection policy and our responsibilities under the Prevent
Duty, and through regular informal communication. We check to ensure parents understand the information
that is given to them.

Information about a child and his or her family is kept confidential within our setting. We provide you with a
privacy notice that details how and why we process your personal information. The exception to this is
where there is cause to believe that a child may be suffering, or is likely to suffer, significant harm, or where
there are concerns regarding child’s development that need to be shared with another agency. We will seek
parental permission unless there are reasons not to in order to protect the safety of the child. Reference is
made to our Information Sharing Policy on seeking consent for disclosure.

We seek specific parental consent to administer medication, take a child for emergency treatment, take a
child on an outing and take photographs for the purposes of record keeping.

The expectations that we make on parents are made clear at the point of registration.

We make clear our expectation that parents will participate in settling their child at the commencement of a
place according to an agreed plan.

We seek parents’ views regarding changes in the delivery of our service.

Parents are actively encouraged to participate in decision making processes according to the structure in
place within our setting.

We encourage parents to become involved in the social and cultural life of the setting and actively
contribute to it.

As far as possible our service is provided in a flexible way to meet the needs of parents without
compromising the needs of children.

We provide sufficient opportunity for parents to share necessary information with staff and this is recorded
and stored to protect confidentiality.

Our key persons meet regularly with parents to discuss their child’s progress and to share concerns if they
arise.

Where applicable, our key persons work with parents to carry out an agreed plan to support special
educational needs.

Where applicable, our key persons work with parents to carry out any agreed tasks where a Protection Plan
is in place for a child.

We involve parents in the shared record keeping about their children - either formally or informally — and
ensure parents have access to their children's written developmental records.

We provide opportunities for parents to contribute their own skills, knowledge and interests to the activities
of the setting.

We support families to be involved in activities that promote their own learning and well-being; informing
parents about relevant conferences, workshops and training.

We consult with parents about the times of meetings to avoid excluding anyone.
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= We provide information about opportunities to be involved in the setting in ways that are accessible to
parents with basic skills needs, or those for whom English is an additional language; making every effort to
provide an interpreter for parents who speak a language other than English and to provide translated
written materials.

= We hold meetings in venues that are accessible and appropriate for all.

= We welcome the contributions of parents, in whatever form these may take.

= We inform all parents of the systems for registering queries, complaints or suggestions and we check to
ensure these are understood. All parents have access to our written complaints’ procedure.

= We provide opportunities for parents to learn about the curriculum offered in the setting and about young
children's learning, in the setting and at home. There are opportunities for parents to take active roles in
supporting their child’s learning in the setting: informally through helping out or taking part in activities with

their child, or through structured projects engaging parents and staff in learning about children’s learning.

In compliance with the Safeguarding and Welfare Requirements, the following documentation is also in place at
our setting:

= Admissions Policy.

= Complaints procedure.

= Record of complaints.

= Developmental records of children.

This policy was adopted by Stepping Stones Play and Learn Group
On 10" September 2013

Date to be reviewed Annually or where deemed necessary
Signed on behalf of the management committee Carol Nice

Name of signatory Carol Nice

Role of signatory (e.g. chair, director or owner) Chair

Further information

= Complaint Investigation Record (Pre-school Learning Alliance 2015)
= Engaging Mothers & Fathers (Pre-school Learning Alliance 2010)

= Safeguarding Children (Pre-school Learning Alliance 2013)

= The First and Foremost Series (Pre-school Learning Alliance 2008)

= Playcards for the Home Environment (Pre-school Learning Alliance 2016)
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Safeguarding and Welfare Requirement: Information and Records

Providers must maintain records and obtain and share information to ensure the safe and efficient
management of the setting, and to help ensure the needs of all children are met.

10.3 Children’s records

Policy statement

We have record keeping systems in place that meet legal requirements; the means we use to store and share
that information takes place within the framewaork of the General Data Protection Regulations (GDPR) (2018)
and the Human Rights Act (1998).

This policy and procedure should be read alongside our Privacy Notice, Confidentiality and Client Access to

Records Policy and our Information Sharing Policy.

Procedures

If a child attends another setting, we establish a regular two-way flow of appropriate information with parents
and other providers. Where appropriate, we will incorporate comments from other providers, as well as parents

and/or carers into the child’s records.

We keep two kinds of records on children attending our setting:

Developmental records

= These include observations of children in the setting, photographs, video clips and samples of their work

and summary developmental reports.

= The children’s scrap books are kept in the cupboard, this is locked overnight. The children’s observation,
photos, video clips are stored on a tablet, this is locked away overnight. They can be accessed, and

contributed to, by our staff, the child and the child’s parents.

Personal records

These may include the following (as applicable):

= Personal details — including the child’s registration form and any consent forms.

= Contractual matters — including a copy of the signed parent contract, the child’s days and times of
attendance, a record of the child’s fees, any fee reminders or records of disputes about fees.

= Child’s development, health and well-being — including a summary only of the child’'s EYFS profile report, a
record of discussions about every day matters about the child’s development health and well-bring with the

parent.
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Early Support — including any additional focussed intervention provided by our setting (e.g. support for
behaviour, language or development that needs an SEN action plan) and records of any meetings held.
Welfare and child protection concerns — including records of all welfare and protection concerns, and our
resulting action, meetings and telephone conversations about the child, an Education, Health and Care
Plan and any information regarding a Looked After Child.

Correspondence and Reports — including a copy of the child’s 2 Year Old Progress Check (as applicable),
all letters and emails to and from other agencies and any confidential reports from other agencies.

These confidential records are stored in a lockable file or cabinet, which is always locked when not in use
and which our manager keep secure in an office.

We read any correspondence in relation to a child, note any actions and file it immediately

We ensure that access to children’s files is restricted to those authorised to see them and make entries in
them, this being our manager, deputy or designated person for child protection, the child’s key person, or
other staff as authorised by our manager.

We may be required to hand children’s personal files to Ofsted as part of an inspection or investigation
process; or to local authority staff conducting a S11 audit, as long as authorisation is seen. We ensure that
children’s personal files are not handed over to anyone else to look at.

Parents have access, in accordance with our Privacy Notice, Confidentiality and Client Access to Records
Policy, to the files and records of their own children, but do not have access to information about any other
child.

Our staff will not discuss personal information given by parents with other members of staff, except where it
affects planning for the child's needs. Our staff induction programme includes an awareness of the
importance of confidentiality in the role of the key person.

We retain children’s records for three years after they have left the setting; except records that relate to an
accident or child protection matter, which are kept until a child reaches the age of 21 years or 24 years
respectively. These are kept in a secure place.

Archiving children’s files

When a SEND child leaves our setting, we remove all paper documents from the child’s personal file and
place them in a personal file in the filing cabinet which is locked overnight, for three years. After three years
it is destroyed. Data is also stored electronically and encrypted for security.

We keep a record of mainstream children who have attended the setting on a past children’s database
encase contact needs to be made.

Where there were s.47 child protection investigations, we mark the envelope with a star and archive it for
25 years.

We store financial information according to our finance procedures.

Other records

We keep a daily record of the names of the children we are caring for, their hours of attendance and the
names of their key person.
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= Students on Early Years Alliance or other recognised qualifications and training, when they are observing in

the setting, are advised of our Confidentiality and Client Access to Records Policy and are required to

respect it.

Legal framework

= General Data Protection Regulations (GDPR) (2018)

= Human Rights Act (1998)

Further guidance

= |Information sharing: Advice for practitioners providing safeguarding services to children, young people,

parents and carers (2015)

This policy was adopted by

On

Date to be reviewed

Signed on behalf of the management committee
Name of signatory

Role of signatory (e.g. chair, director or owner)

Stepping Stones Play and Learn Group

10" September 2013

Annually or where deemed necessary

Carol Nice

Carol Nice

Chair
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Safeguarding and Welfare Requirement: Information and Records

Providers must maintain records and obtain and share information to ensure the safe and efficient
management of the setting, and to help ensure the needs of all children are met.

10.4 Provider records

Policy statement

We keep records and documentation for the purpose of maintaining our charity. These include:

Records pertaining to our registration.

Landlord/lease documents and other contractual documentation pertaining to amenities, services and
goods.

Financial records pertaining to income and expenditure.

Risk assessments.

Employment records of our staff including their name, home address and telephone number.

Names, addresses and telephone numbers of anyone else who is regularly in unsupervised contact with
the children.

We consider our records as confidential based on the sensitivity of information, such as with employment

records. These confidential records are maintained with regard to the framework of the General Data

Protection Regulations (2018), further details are given in our Privacy Notice and the Human Rights Act (1998).

This policy and procedure should be read alongside our Privacy Notice, Confidentiality and Client Access to

Records Policy and Information Sharing Policy.

Procedures

All records are the responsibility of our management team who ensure they are kept securely.

All our records are kept in an orderly way in files and filing is kept up-to-date.

Our financial records are kept up to date for audit purposes.

We maintain health and safety records; these include risk assessments, details of checks or inspections
and guidance etc.

Our Ofsted registration certificate is displayed.

Our Public Liability insurance certificate is displayed.

All our employment and staff records are kept securely and confidentially.

We notify Ofsted of any:

change in the address of our premises;
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= change to our premises which may affect the space available to us or the quality of childcare we provide;

= change to the name and address of our registered provider.

= change to the person managing our provision];

= significant event which is likely to affect our suitability to look after children; or

= other event as detailed in the Statutory Framework for the Early Years Foundation Stage (DfE 2017).

Legal framework

= Genera Data Protection Regulations (GDPR) (2018)

= Human Rights Act 1998

This policy was adopted by

On

Date to be reviewed

Signed on behalf of the management committee
Name of signatory

Role of signatory (e.g. chair, director or owner)

Further information

Stepping Stones Play and Learn Group

10" September 2013

Annually or where deemed necessary

Carol Nice

Carol Nice

Chair

= Accident Record (Pre-school Learning Alliance 2017)

= Accounts Record (Pre-school Learning Alliance 2015)

= Safeguarding Children (Pre-school Learning Alliance 2013)

= Recruiting Early Years Staff (Pre-school Learning Alliance 2016)

= People Management in the Early Years (Pre-school Learning Alliance 2016)

= Financial Management (Pre-school Learning Alliance 2010)

= Medication Administration Record (Pre-school Learning Alliance 2017)

= Daily Register and Outings Record (Pre-school Learning Alliance 2018)

= Dynamic Risk Management (Pre-school Learning Alliance 2017)

= Complaint Investigation Record (Pre-school Learning Alliance 2015)

133



Safeguarding and Welfare Requirement: Information and Records

Providers must maintain records and obtain and share information to ensure the safe and efficient
management of the setting, and to help ensure the needs of all children are met.

10.5 Transfer of records to school

Policy statement

We recognise that children sometimes move to another early years setting before they go on to school,
although many will leave our setting to enter a nursery or reception class.

We prepare children for these transitions and involve parents and the receiving setting or school in this
process. We prepare records about a child’s development and learning in the Early Years Foundation Stage in
our setting; in order to enable smooth transitions, we share appropriate information with the receiving setting or
school at transfer.

Confidential records are shared where there have been child protection concerns according to the process

required by our Local Safeguarding Children Board.

The procedure guides this process and determines what information we can and cannot share with a receiving
school or setting. Prior to transferring information, we will establish the lawful basis for doing so (see our

Privacy Notice).

Procedures

Transfer of development records for a child moving to another early years setting or school

= Using the Early Years Outcomes (DfE 2013) guidance and our assessment of children's development and
learning, the key person will prepare a summary of achievements in the seven areas of learning and
development.

= The record refers to:
— any additional language spoken by the child and his or her progress in both languages;
— any additional needs that have been identified or addressed by our setting.
— any special needs or disability, whether a CAF was raised in respect of special needs or disability,

whether there is an Education, Health and Care Plan, and the name of the lead professional.

= The record contains a summary by the key person and a summary of the parent’s view of the child.

= The document may be accompanied by other evidence, such as photos or drawings that the child has
made.

= When a child transfers to a school, most local authorities provide an assessment summary format or a

transition record, which we will follow as applicable.
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If there have been any welfare or protection concerns, we place a star on the front of the assessment

record.

Transfer of confidential information

The receiving school or setting will need to have a record of any safeguarding or child protection concerns
that were raised in our setting and what was done about them.

We will make a summary of the concerns to send to the receiving setting or school, along with the date of
the last professional meeting or case conference. Some Local Safeguarding Children Boards will stipulate
the forms to be used and provide these for us to use.

Where a CAF has been raised in respect of any welfare concerns, we will pass the name and contact
details of the lead professional on to the receiving setting or school.

Where there has been a s47 investigation regarding a child protection concern, we will pass the name and
contact details of the child’s social worker on to the receiving setting or school — regardless of the outcome
of the investigation.

We post or take the information to the school or setting, ensuring it is addressed to the setting or school’s
designated person for child protection and marked as 'confidential’.

We do not pass any other documentation from the child's personal file to the receiving setting or school.

Legal framework

General Data Protection Regulations (GDPR) (2018)
Freedom of Information Act (2000)

Human Rights Act (1998)

Children Act (1989)

Further guidance

What to do if you're worried a child is being abused: Advice for practitioners (HM Government 2015)
Information sharing: Advice for practitioners providing safeguarding services to children, young people,

parents and carers (HM Government 2015)

This policy was adopted by Stepping Stones Play and Learn Group
On 10" September 2013

Date to be reviewed Annually or where deemed necessary
Signed on behalf of the management committee Carol Nice

Name of signatory Carol Nice

Role of signatory (e.g. chair, director or owner) Chair
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Safeguarding and Welfare Requirement: Information and Records

Confidential information and records about staff and children must be held securely and only accessible and
available to those who have a right or professional need to see them.

10.6 Confidentiality and client access to records
Policy statement

‘Share with informed consent where appropriate and, where possible, respect the wishes of those who do not

consent to share confidential information. You may still share information without consent if, in your judgement,

there is good reason to do so, such as where safety may be at risk. You will need to base your judgement on

the facts of the case.’

Information sharing: Advice for practitioners providing safeguarding services to children, young people, parents
and carers (HMG 2015)

In our setting, staff and managers can be said to have a ‘confidential relationship’ with families. It is our
intention to respect the privacy of children and their parents and carers, while ensuring that they access high
quality early years care and education in our setting. We aim to ensure that all parents and carers can share
their information in the confidence that it will only be used to enhance the welfare of their children. We have
record keeping systems in place that meet legal requirements; the means that we use to store and share that
information takes place within the framework of the General Data Protection Regulations (2018) and the
Human Rights Act (1998).

Confidentiality procedures

= Most things that happen between the family, the child and the setting are confidential to our setting. In
exceptional circumstances information is shared, for example with other professionals or possibly social
care or the police.

= |Information shared with other agencies is done in line with our Information Sharing Policy.

= We always check whether parents regard the information they share with us to be confidential or not.

= Some parents may share information about themselves with other parents as well as with our staff; we
cannot be held responsible if information is shared by those parents whom the person has ‘confided’ in.

= Information shared between parents in a discussion or training group is usually bound by a shared
agreement that the information is confidential to the group and not discussed outside of it. We are not
responsible should that confidentiality be breached by participants.

= We inform parents when we need to record confidential information beyond the general personal
information we keep (see our Children's Records Policy and Privacy Notice) - for example with regard to
any injuries, concerns or changes in relation to the child or the family, any discussions with parents on
sensitive matters, any records we are obliged to keep regarding action taken in respect of child protection
and any contact and correspondence with external agencies in relation to their child.

= We keep all records securely (see our Children's Records Policy and Privacy Notice).
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Information is kept in a manual file, or electronically. Our staff also use a computer to type reports, or
letters. Where this is the case, the typed document is saved to the cloud.

Our staff discuss children’s general progress and wellbeing together in meetings, but more sensitive
information is restricted to our manager and the child’s key person and is shared with other staff on a need
to know basis.

We do not discuss children with staff who are not involved in the child’s care, nor with other parents or
anyone else outside of the setting.

Our discussions with other professionals take place within a professional framework and not on an informal
or ad-hoc basis.

Where third parties share information about an individual us; our practitioners and managers check if it is
confidential, both in terms of the party sharing the information and of the person whom the information

concerns.

Client access to records procedures

Parents may request access to any confidential records we hold on their child and family following the

procedure below:

The parent is the ‘subject’ of the file in the case where a child is too young to give ‘informed consent’ and
has a right to see information that our setting has compiled on them.

Any request to see the child’s personal file by a parent or person with parental responsibility must be made
in writing to manager.

We acknowledge the request in writing, informing the parent that an arrangement will be made for him/her
to see the file contents, subject to third party consent.

Our written acknowledgement allows one month for the file to be made ready and available. We will be able
to extend this by a further two months where requests are complex or numerous. If this is the case, we will
inform you within one month of the receipt of the request and explain why the extension is necessary

Our manager informs the chair person and legal advice may be sought before sharing a file.

Our manager goes through the file with the chair person and ensures that all documents have been filed
correctly, that entries are in date order and that there are no missing pages. They note any information,
entry or correspondence or other document which mentions a third party.

We write to each of those individuals explaining that the subject has requested sight of the file, which
contains a reference to them, stating what this is.

They are asked to reply in writing to our manager giving or refusing consent for disclosure of that material.
We keep copies of these letters and their replies on the child’s file.

‘Third parties’ include each family member noted on the file; so, where there are separate entries pertaining

to each parent, step parent, grandparent etc. we write to each of them to request third party consent.
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Third parties also include workers from any other agency, including children's social care and the health
authority for example. Agencies will normally refuse consent to share information, preferring instead for the
parent to be redirected to those agencies for a request to see their file held by that agency.

Members of our staff should also be written to, but we reserve the right under the legislation to override a
refusal for consent or to just delete the name of the staff member and not the information. We may grant
refusal if the member of staff has provided information that could be considered ‘sensitive’ and the staff
member may be in danger if that information is disclosed; or if that information is the basis of a police
investigation. However, if the information is not sensitive, then it is not in our interest to withhold that
information from a parent. In each case this should be discussed with members of staff and decisions
recorded.

When we have received all the consents/refusals our manager takes a photocopy of the complete file. On
the copy of the file, our manager removes any information that a third party has refused consent for us to
disclose and blank out any references to the third party, and any information they have added to the file,
using a thick marker pen.

The copy file is then checked by the manager and legal advisors to verify that the file has been prepared
appropriately.

What remains is the information recorded by the setting, detailing the work initiated and followed by them in
relation to confidential matters. This is called the ‘clean copy’.

We photocopy the ‘clean copy’ again and collate it for the parent to see.

Our manager informs the parent that the file is now ready and invite[s] him/ her to make an appointment to
view it.

Our manager and the chairperson meet with the parent to go through the file, explaining the process as well
as what the content of the file records about the child and the work that has been done. Only the person(s)
with parental responsibility can attend that meeting, or the parent’s legal representative or interpreter.

The parent may take a copy of the prepared file away; but, to ensure it is properly explained to and
understood by the parent, we never hand it over without discussion.

It is an offence to remove material that is controversial or to rewrite records to make them more acceptable.
Our recording procedures and guidelines ensure that the material reflects an accurate and non-judgemental
account of the work we have done with the family.

If a parent feels aggrieved about any entry in the file, or the resulting outcome, then we refer the parent to
our complaint’s procedure.

The law requires that the information we hold must be held for a legitimate reason and must be accurate
(see our Privacy Notice). If a parent says that the information, we hold is inaccurate, then the parent has a
right to request for it to be changed. However, this only pertains to factual inaccuracies. Where the disputed
entry is a matter of opinion, professional judgement, or represents a different view of the matter than that
held by the parent, we retain the right not to change that entry, but we can record the parent’s view of the
matter. In most cases, we would have given a parent the opportunity at the time to state their side of the

matter, and it would have been recorded there and then.
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= |f there are any controversial aspects of the content of a child’s file, we must seek legal advice. This might
be where there is a court case between parents, where social care or the police may be considering legal
action, or where a case has already completed, and an appeal process is underway.

=  We never ‘under-record’ for fear of the parent seeing, nor do we make ‘personal notes’ elsewhere.

Telephone advice regarding general queries may be made to The Information Commissioner’s Office Helpline
0303 123 1113.

All the undertakings above are subject to the paramount commitment of our setting, which is to the safety and

well-being of the child. Please see also our policy on Safeguarding Children and Child Protection.

Legal framework

= General Data Protection Regulations (GDPR) (2018)
= Human Rights Act (1998)

Further guidance

= Information sharing: Advice for practitioners providing safeguarding services to children, young people,
parents and carers (HM Government 2015)

Further guidance

= What to do if you're worried a child is being abused: Advice for practitioners (HM Government 2015)

= |Information sharing: Advice for practitioners providing safeguarding services to children, young people,

parents and carers (HM Government 2015)

This policy was adopted by Stepping Stones Play and Learn Group
Oon 10t September 2013

Date to be reviewed Annually or where deemed necessary
Signed on behalf of the management committee Carol Nice

Name of signatory Carol Nice

Role of signatory (e.g. chair, director or owner) Chair
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Safeguarding and Welfare Requirement: Information and Records

Providers must maintain records and obtain and share information to ensure the safe and efficient
management of the setting, and to help ensure the needs of all children are met.

10.7 Information sharing

‘Sharing information is an intrinsic part of any frontline practitioners’ job when working with children and young
people. The decisions about how much information to share, with whom and when, can have a profound
impact on individuals’ lives. It could ensure that an individual receives the right services at the right time and
prevent a need from becoming more acute and difficult to meet. At the other end of the spectrum it could be the

difference between life and death.’

Information Sharing: Advice for practitioners providing safeguarding services to children, young people, parents
and carers (HM Government 2015)

Policy statement

We recognise that parents have a right to know that the information they share with us will be regarded as
confidential, as well as to be informed about the circumstances when, and the reasons why, we are obliged to

share information.

We record and share information about children and their families (data subjects) in line with the six principles
of the General Data Protection Regulations (GDPR) (2018) which are further explained in [my/our] Privacy
Notice that is given to parents at the point of registration The six principles state that personal data must be:
1. Processed fairly, lawfully and in a transparent manner in relation to the data subject.
2. Collected for specified, explicit and legitimate purposes and not further processed for other purposes
incompatible with those purposes.
Adequate, relevant and limited to what is hecessary in relation to the purposes for which data is processed.
Accurate and where necessary, kept up to date.
Kept in a form that permits identification of data subjects for no longer than is necessary for the purposes
for which the data is processed.
6. Processed in a way that ensures appropriate security of the persona data including protection against

accidental loss, destruction or damage, using appropriate technical or organisational measures

We are obliged to share confidential information without authorisation from the person who provided it, or to

whom it relates, if it is in the public interest. That is when:

= jtis to prevent a crime from being committed or to intervene where one may have been, or to prevent harm
to a child or adult; or

= not sharing it could be worse than the outcome of having shared it.
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The responsibility for decision-making should not rely solely on an individual but should have the back-up of the

management team. The management team provide clear guidance, policy and procedures to ensure all staff

and volunteers understand their information sharing responsibilities and are able to respond in a timely,

appropriate way to any safeguarding concerns.

The three critical criteria are:

Where there is evidence that the child is suffering, or is at risk of suffering, significant harm.

Where there is reasonable cause to believe that a child may be suffering, or is at risk of suffering,
significant harm.

To prevent significant harm arising to children and young people or adults, including the prevention,

detection and prosecution of serious crime.

Procedures

Our procedure is based on the GDPR principles as listed above and the seven golden rules for sharing

information in the Information sharing Advice for practitioners providing safeguarding services to children,

young people, parents and carers. We also follow the guidance on information sharing from the Local

Safeguarding Children Board.

1. Remember that the General Data Protection Regulations 2018 and human rights law are not barriers to

justified information sharing as per the Children Act 1989 but provide a framework to ensure that personal
information about living individuals is shared appropriately.

= Qur policy and procedures on Information Sharing provide guidance to appropriate sharing of

information [both within the setting, as well as] with external agencies.

Be open and honest with the individual (and/or their family where appropriate) from the outset about why,
what, how and with whom information will, or could be shared, and seek their consent, unless it is unsafe or
if | have a legal obligation to do so. A Privacy Notice is given to parents at the point of registration to explain
this further.

In our setting we ensure parents:

= Receive a copy of our Privacy Notice and information about our Information Sharing Policy when
starting their child in the setting and that they sign our Registration Form to say that they understand the
circumstances in which information may be shared without their consent. This will only be when it is a
matter of safeguarding a child or vulnerable adult.

= have information about our Safeguarding Children and Child Protection Policy; and

= have information about the other circumstances when information will be shared with external agencies,

for example, with regard to any special needs the child may have or transition to school.
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Seek advice from other practitioners if you are in any doubt about sharing the information concerned,

without disclosing the identity of the individual where possible.

= Qur staff discuss concerns about a child routinely in supervision and any actions are recorded in the
child’s file.

= Our manager routinely seeks advice and support from the chairperson about possible significant harm.

= Qur Safeguarding Children and Child Protection Policy sets out the duty of all members of our staff to
refer concerns to our manager or deputy, as designated person, who will contact children’s social care
for advice where they have doubts or are unsure.

= Our manager seek advice if they need to share information without consent to disclose.

Share with informed consent where appropriate and, where possible, respect the wishes of those who do
not consent to share confidential information. You may still share information without consent if, in your
judgement, there is good reason to do so, such as where safety may be at risk. You will need to base your
judgement on the facts of the case. When you are sharing or requesting personal information from
someone, be certain of the basis upon which you are doing so. Where you have consent, be mindful that an

individual might not expect information to be shared.

= We base decisions to share information without consent on judgements about the facts of the case and
whether there is a legal obligation.
= Qur guidelines for consent are part of this procedure.

= Our manager is conversant with this and she is able to advise staff accordingly.

Consider safety and well-being: Base your information sharing decisions on considerations of the safety

and well-being of the individual and others who may be affected by their actions.

In our setting we:

= record concerns and discuss these with our designated person and/or designated officer from the
management team for child protection matters.

= record decisions made and the reasons why information will be shared and to whom; and

= follow the procedures for reporting concerns and record keeping as set out in our Safeguarding
Children and Child Protection Policy.

Necessary, proportionate, relevant, adequate, accurate, timely and secure: Ensure that the information you

share is necessary for the purpose for which you are sharing it, is shared only with those individuals who

need to have it, is accurate and up-to-date, is shared in a timely fashion, and is shared securely.
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= Our Safeguarding Children and Child Protection Policy and Children's Records Policy set out how and
where information should be recorded and what information should be shared with another agency

when making a referral.

7. Keep arecord of your decision and the reasons for it — whether it is to share information or not. If you
decide to share, then record what you have shared, with whom and for what purpose.

= Where information is shared, we record the reasons for doing so in the child's file; where it is decided

that information is not to be shared that is recorded too.

Consent

When parents choose our setting for their child, they will share information about themselves and their families.
This information is regarded as confidential. Parents have a right to be informed that we will seek their consent
to share information in most cases, as well as the kinds of circumstances when we may not seek their consent

or may override their refusal to give consent. We inform them as follows:

= Qur policies and procedures set out our responsibility regarding gaining consent to share information and
when it may not be sought or overridden.

= We may cover this verbally when the child starts or include this in our prospectus.

= Parents sign our Registration Form at registration to confirm that they understand this.

= We ask parents to give written consent to share information about any additional needs their child may
have, or to pass on child development summaries to the next provider/school.

= We give parents copies of the forms they sign.

= We consider the following questions when we assess the need to share:
— Is there a legitimate purpose to us sharing the information?
— Does the information enable the person to be identified?
— Is the information confidential?
— If the information is confidential, do we have consent to share?
— Is there a statutory duty or court order requiring us to share the information?
— If consent is refused, or there are good reasons for us not to seek consent, is there sufficient public

interest for us to share information?

— If the decision is to share, are we sharing the right information in the right way?
— Have we properly recorded our decision?

= Consent must be freely given and informed - that is the person giving consent needs to understand why
information will be shared, what will be shared, who will see information, the purpose of sharing it and the
implications for them of sharing that information as detailed in the Privacy Notice.

= Consent may be explicit, verbally but preferably in writing, or implicit, implied if the context is such that
sharing information is an intrinsic part of [our/my] service or it has been explained and agreed at the outset.

= Consent can be withdrawn at any time.
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= We explain our Information Sharing Policy to parents.

Separated parents

= Consent to share need only be sought from one parent. Where parents are separated, this would normally

be the parent with whom the child resides. Where there is a dispute, we will consider this carefully.

= Where the child is looked after, we may also need to consult the Local Authority, as ‘corporate parent’

before information is shared.

All the undertakings above are subject to our paramount commitment, which is to the safety and well-being of

the child. Please also see our Safeguarding Children and Child Protection Policy.

Legal framework

= General Data Protection Regulations (GDPR) (2018)

= Human Rights Act (1998)

Further guidance

= Information Sharing: Advice for practitioners providing safeguarding services to children, young people,

parents and carers (HM Government 2015)

= What to do if you're worried a child is being abused: Advice for practitioners (HM Government 2015)

= Working together to safeguard children: A guide to inter-agency working to safeguard and promote the

welfare of children (HM Government 2015)

This policy was adopted by

On

Date to be reviewed

Signed on behalf of the management committee
Name of signatory

Role of signatory (e.g. chair, director or owner)

Stepping Stones Play and Learn Group

10" September 2013

Annually or where deemed necessary

Carol Nice

Carol Nice

Chair
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Safeguarding and Welfare Requirement: Information and Records

Confidential information and records about staff and children must be held securely and only accessible and available to
those who have a right or professional need to see them.

10.8

Retention of records

Policy statement

We recognise that by efficiently managing our records, we will be able to comply with legal and regulatory
obligations and to contribute to the effective overall management of the nursery. Records provide evidence
for protecting the legal rights and interests of the nursery and provide evidence for demonstrating
performance and accountability.

This policy applies to all records created, received or maintained by staff of the nursery in the course of
carrying out our functions. Records are thereafter retained (for a set period) to provide evidence of its
transactions or activities. These records may be created or received, and then stored, in hard copy or
electronically. We have a responsibility to maintain its records and record keeping systems in accordance
with the regulatory environment. The person with overall responsibility for this policy is the co-ordinator of the
group.

Procedures

= The person responsible for records management in the school will give guidance about good records
management practice and will promote compliance with this policy so that information will be retrieved
easily, appropriately and in a timely way. They will also monitor compliance with this policy by
surveying at least annually to check if records are stored securely and can be accessed appropriately.

= |ndividual staff and employees must ensure that records for which they are responsible are accurate
and are maintained and disposed of in accordance with the nursery’s records management guidelines.

The following is a list of required and recommended retention records for records which the nursery will follow.

CHILDRENS RECORDS

Children’s records - including registers, medication record books and accident record books
pertaining to the children.

= Requirement - Records should be retained for a reasonable period of time (for example 3 years)
after children who have left the provision (Early Years Foundation Stage Welfare Requirements
(given legal force by Childcare Act 2006)

= Recommendation - Until the child reaches the age of 21 - or until the child reaches the age of 24 for
child protection records (Limitation Act 1980/The Statute of Limitations (Amendment) Act 1991.
Normal limitation rules (which mean that an individual can claim for negligently caused personal
injury up to 3 years after, or deliberately caused personal injury up to 6 years after the event) are
postponed until a child reaches 18 years old)

145




Records of any reportable death, injury, disease or dangerous occurrence

Requirement - 3 years after the date on which it happened [The Reporting of Injuries, Diseases and
Dangerous Occurrences Regulations 1995 (RIDDOR) (SI 1995/3163)]

PERSONNEL RECORDS

Personnel files and training records (including disciplinary records and working time records)

Recommendation - 6 years after employment ceases (Chartered Institute of Personnel)

Application forms and interview notes (for unsuccessful candidates)

Recommendation - 6 months to 1 year (Chartered Institute of Personnel

DBS Check/Disclosure information

Requirement - Until the date of Ofsted inspection (Criminal Record Bureau Organisations that are
subject to Ofsted inspections are entitled to retain Disclosure certificates until the date of inspection,
after which only the following basic information may be retained and the Disclosures should be
securely destroyed in line with the DBS Code of Practice: the date of issue of a Disclosure, the name
of the subject, the type of Disclosure requested, the position for which the Disclosure was requested,
the unique reference number of the Disclosure, the details of the recruitment decision taken)

Wage/salary records (including overtime, bonuses, and expenses)

Requirement- 6 years (Taxes Management Act 1970)

Statutory Maternity Pay (SMP) records

Requirement - 3 years after the end of the tax year in which the maternity period ends (The
Statutory Maternity Pay (General) Regulations 1986

Statutory Sick Pay (SSP) records

Requirement - 3 years after the end of the tax year to which they relate (The Statutory Sick Pay
(General) Regulations 1982

Income tax and National Insurance returns/records

Requirement - At least 3 years after the end of the tax year to which they relate (The
Income Tax (Employments) Regulations 1993

Redundancy details, calculations of payments, refunds, notification to the Secretary of State

Recommendation - 6 years from the date of redundancy (Chartered Institute of Personnel)

HEALTH AND SAFETY RECORDS

Staff accident records (for organisations with 10 or more employees)

Requirement - 3 years after the date of the last entry (there are separate rules for the recording of
accidents involving hazardous substances) (Social Security (Claims and Payments) Regulations 1979
(S1 1979/628)

Records of any reportable death, injury, disease or dangerous occurrence

Requirement - 3 years after the date on which it happened (The Reporting of Injuries,
Diseases and Dangerous Occurrences Regulations 1995 (RIDDOR) (S| 1995/3163)

Accident/medical records as specified by the Control of Substances Hazardous to Health
Regulations (COSHH)1999

Requirement - 40 years from the date of the last entry (The Control of Substances Hazardous to
Health Regulations 1999 (COSHH) (Sl 1999/437)
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Assessments under Health and Safety Regulations and records of consultations with safety
representatives and committees

= Recommendation - Permanently (Chartered Institute of Personnel)

Legal framework
= List here the relevant Acts of Parliament that form the foundation of the legal requirements for this

policy or procedure.

Further guidance

= List here any Government documents that provide guidance on abiding by the relevant legal framework.

This policy was adopted by Stepping Stones Play and Learn Group
On 10" September 2013

Date to be reviewed Annually or where deemed necessary
Signed on behalf of the management committee Carol Nice

Name of signatory Carol Nice

Role of signatory (e.g. chair, director or owner) Chair
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Safeguarding and Welfare Requirement: Information and Records

Providers must maintain records and obtain and share information to ensure the safe and efficient
management of the setting, and to help ensure the needs of all children are met.

10.9 Working in partnership with other agencies

Policy statement

We work in partnership with local and national agencies to promote the well-being of all children. We will never

share your data with any organisation to use for their own purposes.
Procedures

= We work in partnership, or in tandem, with local and national agencies to promote the well-being of
children.

= We have procedures in place for the sharing of information about children and families with other agencies.
These are set out in our Privacy Notice, Information Sharing Policy, Safeguarding Children and Child
Protection Policy and the Supporting Children with Special Educational Needs Policy.

= Information shared by other agencies with us is regarded as third-party information. This is also kept in
confidence and not shared without consent from that agency.

= When working in partnership with staff from other agencies, we make those individuals welcome in our
setting and respect their professional roles.

=  We follow the protocols for working with agencies, for example on child protection.

= We ensure that staff from other agencies do not have unsupervised access to the child they are visiting in
the setting and do not have access to any other child(ren) during their visit.

= When working in partnership with staff from other agencies, we make those individuals welcome in the
setting and their professional roles respected.

= We attend Team Around The child meetings, Education Health Care Plan meetings, sharing information
with other professionals and also hold termly reviews with parents, where other professionals may be
invited.

= Qur staff do not casually share information or seek informal advice about any named child/family.

= When necessary, we consult with and signpost to local and national agencies who offer a wealth of advice
and information that help us to develop our understanding of the issues facing us and who can provide
support and information for parents. For example, ethnic/cultural organisations, drug/alcohol agencies,
welfare rights advisors or organisations promoting childcare and education, or adult education.

= All parents are asked to sign a home nursery agreement which includes not sharing information about any
children who may attend the setting or about the nursery to vent on social media.
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This policy was adopted by
On
Date to be reviewed

Signed on behalf of the management committee

Name of signatory

Role of signatory (e.g. chair, director or owner)

Stepping Stones Play and Learn Group

10" September 2013

Annually or where deemed necessary

Carol Nice

Carol Nice

Chair
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Safeguarding and Welfare Requirement: Information and Records

Providers must put in place a written procedure for dealing with concerns and complaints from parents and/or
carers, and must keen a written record of any complaints, and their outcome.

10.10 Making a complaint

Policy statement

We believe that children and parents are entitled to expect courtesy and prompt, careful attention to their needs
and wishes. We welcome suggestions on how to improve our setting and will give prompt and serious attention
to any concerns about the running of the setting. We anticipate that most concerns will be resolved quickly, by
an informal approach [with the appropriate member of staff]. If this does not achieve the desired result, we
have a set of procedures for dealing with concerns. We aim to bring all concerns about the running of our
setting to a satisfactory conclusion for all of the parties involved.

Procedures

All settings are required to keep a written record of any complaints that reach stage two and above, and their
outcome. This is to be made available to parents, as well as to Ofsted inspectors on request. A full procedure is
set out in the Complaint Investigation Record (Pre-school Learning Alliance 2015) which acts as the 'summary

log' for this purpose.

Making a complaint
Stage 1

= Any parent who has a concern about an aspect of our setting's provision talks over his/her concerns with

our manager first of all.
= Most complaints should be resolved amicably and informally at this stage.
= We record the issue, and how it was resolved, in the child’s file.
Stage 2

= |f this does not have a satisfactory outcome, or if the problem recurs, the parent moves to this stage of the

procedure by putting the concerns or complaint in writing.

= For parents who are not comfortable with making written complaints, there is a template form for recording
complaints in the Complaint Investigation Record; the form may be completed our manager and signed by

the parent.
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Our setting stores all information relating to written complaints from parents in the child's personal file.
However, if the complaint involves a detailed investigation, our manager may wish to store all information

relating to the investigation in a separate file designated for this complaint.

When the investigation into the complaint is completed, our manager meets with the parent to discuss the

outcome.
We inform parents of the outcome of the investigation within 28 days of him/her making the complaint.

When the complaint is resolved at this stage, we log the summative points in our Complaint Investigation
Record, which is made available to Ofsted on request.

Stage 3

If the parent is not satisfied with the outcome of the investigation, he or she requests a meeting with our
manager and the chair. The parent may have a friend or partner present if they prefer and our manager

should have the support of the management team.

An agreed written record of the discussion is made, as well as any decision or action to take as a result. All

of the parties present at the meeting sign the record and receive a copy of it.

This signed record signifies that the procedure has concluded. When the complaint is resolved at this

stage, we log the summative points in our Complaint Investigation Record.

Stage 4

If at the stage three meeting the parent cannot reach agreement with us, we invite an external mediator to
help to settle the complaint. This person should be acceptable to both parties, listen to both sides and offer
advice. A mediator has no legal powers, but can help us to define the problem, review the action so far and

suggest further ways in which it might be resolved.

The mediator keeps all discussions confidential. She/he can hold separate meetings with our staff and the
parent, if this is decided to be helpful. The mediator keeps an agreed written record of any meetings that

are held and of any advice she/he gives.

Stage 5

When the mediator has concluded her/his investigations, a final meeting between the parent and our
manager and chair, is held. The purpose of this meeting is to reach a decision on the action to be taken to
deal with the complaint. The mediator's advice is used to reach this conclusion. The mediator is present at

the meeting if all parties think this will help a decision to be reached.

A record of this meeting, including the decision on the action to be taken, is made. Everyone present at the
meeting signs the record and receives a copy of it. This signed record signifies that the procedure has

concluded.

The role of the Office for Standards in Education, Children’s Services and Skills (Ofsted), the Local

Safeguarding Children Board or local safeguarding partners and the Information Commissioner’s Office
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= Parents may approach Ofsted directly at any stage of this complaints procedure. In addition, where there
seems to be a possible breach of the setting's registration requirements, it is essential to involve Ofsted as
the registering and inspection body with a duty to ensure the Safeguarding and Welfare Requirements of
the Early Years Foundation Stage are adhered to.

= Parents can complain to Ofsted by telephone on in writing at:
Ofsted National Business Unit, Piccadilly Gate, Store Street, Manchester M1 2WD
Tel: 0300 123 1231

= These details are displayed on our setting's notice board.

= |f a child appears to be at risk, we follow the procedures of the Local Safeguarding Children Board or local

safeguarding partners.

= |nthese cases, both the parent and our setting are informed and our manager work with Ofsted or the Local
Safeguarding Children Board or local safeguarding partners to ensure a proper investigation of the

complaint, followed by appropriate action.

= The Information Commissioner’s Office (ICO) can be contacted if you have made a complaint about the
way your data is being handled and remain dissatisfied after raising your concern with us. For further
information about how we handle your data, please refer to the Privacy Notice given to you when you
registered your child at our setting. The ICO can be contacted at Information Commissioner’s Office,

Woycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF or ico.org.uk
Records

= Arecord of complaints in relation to our setting, or the children or the adults working in our setting, is kept
for at least three years; including the date, the circumstances of the complaint and how the complaint was

managed.

= The outcome of all complaints is recorded in our Complaint Investigation Record, which is available for

parents and Ofsted inspectors to view on request.
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This policy was adopted by

On

Date to be reviewed

Signed on behalf of the management committee
Name of signatory

Role of signatory (e.g. chair, director or owner)

Stepping Stones Play and Learn Group

10" September 2013

Annually or where deemed necessary

Carol Nice

Carol Nice

Chair
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Safeguarding and Welfare Requirement: State here which EYFS Safeguarding and Welfare Requirement
this document relates to. Providers must put in place a written procedure for dealing with any form of data
breech that could compromise security.

10.11 Data breech policy

Policy statement

Stepping Stones Play and Learn Group (the Group) collects, holds, processes, and shares personal
data, a valuable asset that needs to be suitably protected. Every care is taken to protect personal data
from incidents (either accidentally or deliberately) to avoid a data protection breach that could
compromise security. Compromise of information, confidentiality, integrity, or availability may result in
harm to individual(s), reputational damage, detrimental effect on service provision, legislative non-
compliance, and/or financial costs.

Purpose and Scope

The Group is obliged under Data Protection legislation! to have in place an institutional framework
designed to ensure the security of all personal data during its lifecycle, including clear lines of responsibility.
The General Data Protection Regulation (GDPR) and related EU and national legislation.

This policy sets out the procedure to be followed to ensure a consistent and effective approach is in place
for managing data breach and information security incidents across the Group.

This policy relates to all personal and special categories (sensitive) data held by the Group regardless of
format.

This policy applies to all staff and students in the Group. This includes temporary, casual or agency staff
and contractors, consultants, suppliers and data processors working for, or on behalf of the Group.

The objective of this policy is to contain any breaches, to minimise the risk associated with the breach and
consider what action is necessary to secure personal data and prevent further breaches.

Definitions / Types of breach
For the purpose of this policy, data security breaches include both confirmed and suspected incidents.

An incident in the context of this policy is an event or action which may compromise the confidentiality,
integrity or availability of systems or data, either accidentally or deliberately, and has caused or has the
potential to cause damage to the Group’s information assets and / or reputation.

An incident includes but is not restricted to, the following: Loss or theft of confidential or sensitive data or
equipment on which such data is stored (e.g. loss of laptop, USB stick, iPad / tablet device, or paper
record);

- equipment theft or failure;
- system failure;

= unauthorised use of, access to or modification of data or information systems;

= attempts (failed or successful) to gain unauthorised access to information or IT system(s);
= unauthorised disclosure of sensitive / confidential data;

= website defacement;
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- hacking attack;

- unforeseen circumstances such as a fire or flood;

- human error;

- ‘blagging’ offences where information is obtained by deceiving the organisation who holds

Reporting an incident

" Any individual who accesses, uses or manages the Group’s information is
responsible for reporting data breach and information security incidents immediately to
the Data Protection Officer

" If the breach occurs or is discovered outside normal working hours, it must be reported as
soon as is practicable.

] The report must include full and accurate details of the incident, when the breach occurred
(dates and times), who is reporting it, if the data relates to people, the nature of the
information, and how many individuals are involved. An Incident Report Form should be
completed as part of the reporting process (refer to Appendix 1).

. All staff should be aware that any breach of Data Protection legislation may
result in the Group’s Disciplinary Procedures being instigated.

Containment and recovery

. The Data Protection Officer (DPO) will firstly determine if the breach is still occurring. If
so, the appropriate steps will be taken immediately to minimise the effect of the breach.

. An initial assessment will be made by the DPO in liaison with relevant officer(s) to establish
the severity of the breach and who will take the lead investigating the breach, as the Lead
Investigation Officer (this will depend on the nature of the breach; in some cases it could be
the DPO).

" The Lead Investigation Officer (LIO) will establish whether there is anything that can be
done to recover any losses and limit the damage the breach could cause.

= The LIO will establish who may need to be notified as part of the initial containment and will
inform the police, where appropriate.

= Advice from the ICO may be sought in resolving the incident promptly.

" The LIO, in liaison with the relevant officer(s) will determine the suitable course of
action to be taken to ensure a resolution to the incident.

Investigation and risk assessment

= An investigation will be undertaken by the LIO immediately and wherever possible, within
24 hours of the breach being discovered
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. The LIO will investigate the breach and assess the risks associated with it, for example, the potential
adverse consequences for individuals, how serious or substantial those are and how likely they are to
occur.

The investigation will need to take into account the following:

- the type of data involved.

- its sensitivity.

- the protections are in place (e.g. encryptions).

- what has happened to the data (e.g. has it been lost or stolen.)

- whether the data could be put to any illegal or inappropriate use;

- data subject(s) affected by the breach, number of individuals involved and the
potential effects on those data subject(s);

whether there are wider consequences to the breach.
Notification

] The LIO and / or the DPO, in consultation with relevant colleagues will establish
whether the Information Commissioner’s Office will need to be notified of the breach,
and if so, notify them within 72 hours of becoming aware of the breach, where feasible.

. Every incident will be assessed on a case by case basis; however, the following will
need to be considered:

whether the breach is likely to result in a high risk of adversely affecting
individuals’ rights and freedoms under Data Protection legislation?;

- whether notification would assist the individual(s) affected (e.g. could they act
on the information to mitigate risks?);

- whether notification would help prevent the unauthorised or unlawful use of
personal data;

- whether there are any legal / contractual notification requirements;

- the dangers of over notifying. Not every incident warrants notification and
over notification may cause disproportionate enquiries and work.

" Individuals whose personal data has been affected by the incident, and where it has been
considered likely to result in a high risk of adversely affecting that individual’s rights and
freedoms, will be informed without undue delay. Notification will include a description of
how and when the breach occurred and the data involved. Specific and clear advice will be
given on what they can do to protect themselves and include what action has already been
taken to mitigate the risks. Individuals will also be provided with a way in which they can
contact the Group for further information or to ask questions on what has occurred.

" The LIO and / or the DPO must consider notifying third parties such as the police, insurers,
banks or credit card companies, and trade unions. This would be appropriate where illegal
activity is known or is believed to have occurred, or where there is a risk that illegal activity
might occur in the future.

] The LIO and or the DPO will consider whether the Communications Team should be
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informed regarding a press release and to be ready to handle any incoming press
enquiries.

= A record will be kept of any personal data breach, regardless of whether notification was
required.

Evaluation and response

- Once the initial incident is contained, the DPO will carry out a full review of the causes of the breach;
the effectiveness of the response(s) and whether any changes to
systems, policies and procedures should be undertaken.

- Existing controls will be reviewed to determine their adequacy, and whether any corrective action should
be taken to minimise the risk of similar incidents occurring.

The review will consider:
- where and how personal data is held and where and how it is stored;

- where the biggest risks lie including identifying potential weak points within existing security
measures;

- whether methods of transmission are secure; sharing minimum amount of data necessary;
- staff awareness;

- Implementing a data breach plan and identifying a group of individuals responsible for reacting to
reported breaches of security.

- If deemed necessary, a report recommending any changes to systems, policies and procedures will be
considered by Group’s Committee.

This policy was adopted by Stepping Stones Play and Learn Group
On June 2018

Date to be reviewed Annually or where deemed necessary
Signed on behalf of the management committee Carol Nice

Name of signatory Carol Nice

Role of signatory (e.g. chair, director or owner) Chair
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Safeguarding and Welfare Requirement: State here which EYFS Safeguarding and Welfare Requirement
this document relates to. Providers must outline what is required when working from home and what
measures are to be put in place and adhered to.

10.12 Working from home during the coronavirus outbreak

Introduction

During the coronavirus outbreak the Stepping Stones may ask staff to work partly or
wholly from home. This arrangement will only be put in place where staff are able to work
from home.

Staff who are asked to work from home will need to be mindful of:

self-discipline

the ability to work with less or no direct supervision
increased attention to organisational skills

managing their mental wellbeing

managing time effectively

the potentially conflicting demands of work and family

This policy aims to describe the home working arrangements that will apply during the coronavirus
outbreak.

Hours of work

Staff working from home are required to work their usual work hours. Any deviation from these hours
must be agreed by your line manager.

Staff must ensure that they take adequate rest breaks as required by the Working Time Regulations
1998. For full time staff this will normally be one hour and at least 20 minutes for part time staff, during
which they must stop work.

Use of Email or telephone

Staff working from home are required to ensure that they have access to email and or telephone
during their working hours so that they can be immediately contacted.

Record keeping
Staff are expected to keep their line manager updated on their work.

Stepping Stones recognises that staff may not be able to carry out all their normal work tasks during
the coronavirus and in line with the requirement for workers to be flexible and adaptable, Stepping
Stones reserves the right to ask staff to carry out any other reasonable duties.

Visits to the setting’s premises

Staff that are not required to visit settings

In line with and subject to current government guidance, staff working from home are required, on
request, to attend their normal workplace for essential tasks e.g. staff meetings. This will be kept to a
minimum. The dates and times of such visits will be agreed in advance.
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Staff required to visit setting

Some staff will be required to continue to visit the setting as part of their role. In these circumstances
necessary precautions must be taken by staff to prevent the spread of the coronavirus.

Sickness

Staff must telephone their line manager as soon as possible, indicating the nature of the illness and
how long s/he expects to be unable to work. The setting’s normal sick pay policy and procedure will
apply in these circumstances.

Annual leave

Staff must submit any annual leave requests in the normal way. The setting’s normal annual leave
policy and procedure will apply in these circumstances.

Maintaining contact

The setting expects staff working from home during the coronavirus outbreak to speak with their
manager (or delegated person) once a day, for the purposes of:

providing a channel for reporting

performance monitoring and feedback

confirming current work activities being undertaken

general discussions about work-related matters

ensuring wellbeing, health, safety and security

any other work-related purposes that the setting considers appropriate

Equipment and materials

It is the homeworker's duty to ensure that proper care is taken of equipment and materials
provided by the setting.

Telephone and printing costs

Stepping Stones will reimburse staff for all telephone calls and printing costs used in connection with
the setting’s business. A record of the costs must be provided if it is not possible to obtain a receipt.
These expenses must be claimed on a monthly basis using the expenses claim form.

Stationery and postage

Staff are required to obtain receipts for any stationery purchased and any items posted in the
course of their work and reclaim the costs once a month, using the expenses claim form.

Security

Staff who work from home are responsible for keeping all documents and information associated with
the Stepping Stones business secure at all times. Specifically, staff working from home during the
coronavirus outbreak are under a duty to:

o keep all documentation belonging to the setting under lock and key at all times except when in
use
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e ensure that passwords are kept secure for all digital devices.

Further, equipment provided by the setting must not be used by any other member of the family or
third party at any time or for any purpose.

Health and safety issues

In order to consider the health and safety of staff working from home, during the coronavirus outbreak,
staff and managers should discuss the following during their regular communication:

e equipment and systems of work in the employee's home are safe

¢ the employee's workstation

¢ information and training on the safe use of equipment, including display screen equipment
¢ consideration of any adjustments that can be made

All staff who work from home have a duty to ensure, insofar as is reasonably practicable, that they
work in a safe manner and that they follow all health and safety instructions issued by Stepping
Stones.

Insurance

Staff are responsible for checking that all home and contents insurance policies provide
adequate cover for the fact that they work from home.

Protecting personal data

When processing personal information staff must follow strict rules called ‘data protection
principles’. They must make sure the information is:

used fairly, lawfully and transparently

used for specified, explicit purposes

used in a way that is adequate, relevant and limited to only what is necessary
accurate and, where necessary, kept up to date

kept for no longer than is necessary

handled in a way that ensures appropriate security, including protection against unlawful or unauthorised
processing, access, loss, destruction or damage

Managers are also required to carry out data protection impact assessments in line with the
setting’s policy in order to minimise or remove any risks to an acceptable level.

Policy compliance
A breach of this policy could lead to disciplinary action up to and including dismissal.

Policy review
This policy will be kept under continuous review.
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All rights reserved. No part of this document may be reproduced, distributed, or transmitted in any form
or by any means, including photocopying, recording, or other electronic or mechanical methods, without
the prior written permission of Stepping Stones, except where used for internal purposes on.

This policy was adopted by

On

Date to be reviewed

Signed on behalf of the management committee
Name of signatory

Role of signatory (e.g. chair, director or owner)

Stepping Stones Play and Learn Group

23" February 2021

Continuous review

Carol Nice

Carol Nice

Chair
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